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Hawkamah Institute for Corporate Governance and Diligent are proud to partner and
provide an overview of recent developments in corporate governance and data protection
landscape in the MENA region, focusing on the GCC: United Arab Emirates, Saudi Arabia,
Kuwait, Oman, Bahrain, and Qatar.

INTRODUCTION
Corporate governance has been in the forefront of
economic reforms in the GCC. Oman was the first
country in the region to issue a code of corporate
governance back in 2002. In the following years,
all GCC countries have issued national codes for
corporate governance, mostly based on the OECD
guidelines. In the last few years, many countries have
updated their codes of corporate governance, fairly
between 3 to 4 updated versions. Below table shows
the dates of introducing the Code of Governance in
the GCC countries.
Date

Issued Authority

Country

2002

Capital Market Authority

Oman

2006

Capital Market Authority

KSA

2007

Capital Market Authority

UAE

2009

Capital Market Authority

QATAR

2010

Central Bank

BAHRAIN

2013

Capital Market Authority

KUWAIT

A key element that was not visible in many of
the regional codes is the “Data Protection and
Governance”. In accordance with regional codes,
boards of directors are responsible for the control,
oversight and setting the risk appetite for their
companies in-line with their mission, vision, values.

Audit or Risk committee is usually in charge of
monitoring and improving any gaps in risk management
for data and information storage, processing and
control. The rising risk of the IT security has been one
of the major concerns for directors internationally and in
the GCC.
After the global economic slowdown due to COVID-19
pandemic, GCC companies and governments started
realizing how good governance is critical to help them
thrive and endure, while data protection becomes a
necessity for remote governance and board processes.
Hence, the GCC regulators are getting more serious
when it comes to governance and enforcement.
According to our previous research in partnership
with Diligent, more than half (55.6%) of
regional companies significantly improved their
governance practices over the past three years.
One of the common developments in the GCC is that all
regulators have allowed holding virtual AGMs. This was
a necessary change as the GCC, like most of the world,
has imposed restrictions on moving and gatherings to
protect the health of its people.
This change, coupled with the fact that the majority of
regional companies holding virtual board meetings,
require companies to pay attention to data security
issues. Massive amounts of sensitive and confidential
data have been floating on various e-platforms. Without
proper security measures, the risk of data leakage and
unethical use not only will be too high, but it will be a
matter of time until it actually materializes.
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Data Protection Regulation
Since the introduction of the EU General Data
Protection Regulation (GDPR), authorities in GCC
countries started looking to tighten their data privacy
laws as we started noticing changes across the GCC
region and a lot of privacy laws are coming in.
Across the six jurisdictions; Bahrain and the UAE
Free Zones of the DIFC and ADGM are leading
the way, with robust data protection laws on the
statute books.

These laws are all heavily influenced by Directive
95/46/EC (EU 1995 Data Protection Directive). Each
enshrining the globally accepted fundamental
principles of data protection. In return, there is no
GCC-wide data privacy law or a unified data protection
frameworks across those 6 countries that addresses
data protection in the region, but each country has
addressed these concerns at national level. Regulatory
overview of those countries covered below in (Section II).
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SAUDI ARABIA, KSA
The Saudi CMA has updated the corporate governance regulations of listed companies a few times in the
last couple of years, making it closer to the international best practice. The CMA has also been the most
active regulator in the region in terms of compliance and imposing penalties on violators of its corporate
governance regulations

Corporate Governance
The CMA has updated its corporate governance
regulation in May 2019.
Key features of the regulation with regards to
information include setting the policies that allow
shareholders to access all information they have
the right to.
Such information must be clear, accurate, timely
and easy to understand. The board is collectively
responsible for the accuracy and integrity of data
the company produces and releases to various
stakeholders. The Chairman has to make sure that the
board gets accurate and up to date information. Board
members are not allowed to disclose any material
information, even to shareholders, unless done in
accordance with the regulations and the company
policies. The board must establish the transparency
and disclosure policy, without violating the regulatory
requirement. The policy includes the information to
disclose, to whom, and the methods of disclosure. The
policy is to be reviewed periodically by the board.
The company secretary is the one who keeps all board
related information and makes sure that the board
members are complying with all relevant laws and
regulations.
The code mentions that the board is responsible
for establishing the needed rules to allow the
stakeholders to obtain accurate and relevant
information as needed. The board is also responsible
for establishing the policies needed to make sure that
employees are being treated with justice and equality
with no discrimination.
The Saudi code has a full section on “Professional &
Ethical Standards”.
The board is responsible for establishing policies
of professional and ethical conduct.

This includes rules to access the company’s
information, and the loyalty of the board and
employees to the company and not using any of
its information or assets to make personal gains to
themselves or to others. Companies must retain their
documents, including all board minutes, papers, and
reports, for at least ten years in a safe place.

Data Protection
The Saudi Arabia’s legislation is based on Islamic
Sharia law, which does not have any specific regulation
addressing the protection of personal data. Its
constitution broadly protects individual privacy, stating
that property, capital, and labor are basic constituents
of the economic and social structure of the kingdom.
While Saudi Arabia doesn’t have a specific data
protection law, personal data and privacy are
somewhat protected in other sectoral laws,
particularly in the context of technology and electronic
communications. However, things are changing in
KSA with new laws emerging aimed at imposing
strict obligations on businesses in KSA in relation to
collection, usage and storage of personnel data.
An Information Security Policies and Procedures
Guide was developed by the Computer
Emergency Response Team – Saudi Arabia in
the Communication and Information Technology
Commission.
It was initiated under the Government Mandate No
(81) - 191430/3/H as compulsory requirements to be
followed by the Government Agencies of Saudi Arabia.
The purpose of the guide is to assist the Government
agencies in Saudi Arabia in developing their
information security policies and procedures in a quick
and effective manner, keeping in line with the relevant
information security risks these agencies face.

5

UNITED ARAB EMIRATES, UAE
The Securities and Commodities Authority, SCA, has been actively promoting good governance through
updating its listing rules and enforcement. Latest SCA update of its code of corporate governance was
launched in February 2020.

Corporate Governance

sense, such as data about employees, clients, or
shareholders.

The latest code of corporate governance mandates
that companies must keep all the minutes of meetings,
reports, and any other documents it is mandated to
keep, including its AGM and board documents, at its
headquarters for 10 years at least. In case of lawsuits
or legal disputes, those papers must be kept until
the legal case is closed. The company secretary is
responsible to keep all board papers, declarations and
reports in a safe place.

The only time where there was a reference to
employees was in reference to the role of the board
in protecting the interests and rights of stakeholders.
Again, there was no reference to the use of information
but merely ethical treatment and professional conduct.
However, one of the pioneering sections on the UAE
code is its reference to a board’s level “Technology
Committee”. The committee is not mandatory and
is mandated to make sure that the company has
comprehensive and god policies regarding the use of
technology and all the risks associated with it.

The board of directors is responsible for the
accuracy of its financial and non-financial reports
and is held accountable for any false information
the company releases.
The board is also responsible for making sure that
the company has a good culture and a code and
that it follows high ethical standards. Directors are
not allowed to use or leak confidential information to
achieve benefits for themselves or others.
The UAE code also has a section dedicated to
handling confidential information. As per that section,
the board is responsible to take all measures to protect
the company’s material and confidential information.
The code also mandates the board to obtain the
guarantees and signed forms of any third parties
who have access to such information not to leak it
or use illegally or unethically. Moreover, third parties
must sign declarations to make them legally liable
for any violations in using the company’s confidential
information, including even giving advice to others
based on such information. Finally, the board must
make sure that the company has a written policy
and register of those who have access to “insider
information”.
It is evident, however, that all previous regulations
cover material information that can affect share prices
or investors decisions to buy or sell shares. The code
fell short of covering data protection at its wider

Data Protection
UAE does not have a specific federal data protection
law related to the GDPR. However, a Federal data
protection law is being drafted. There is no indication
of when it will be finalized, but the proposed Law
will most probably be in accordance with the GDPR
for entities that deal with the private information of
customers and govern how they use this information
after they get the consent from the customers.
Telecommunications and Cyber Crime laws
provide some limited data protection rights and
obligations in the UAE alongside the Constitution
and Penal Code.
Federal laws further strengthen this right under both
civil and penal codes, by allowing individuals to
pursue civil actions for privacy breaches or, in case
of personal data being disclosed or made public,
being charged for breaking the law. An Electronic
Transactions and Commerce Law and a Cyber Crimes
Law are also in place. Telecoms service providers
have certain Personal Data protection obligations
under the Consumer Protection Regulations.
As a Free Zone, the Abu Dhabi Global Market (ADGM),
the international financial center established in the
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UAE capital, has a data protection regulation since
2015. A number of amendments were added to the
Data Protection Regulation 2018, aiming to align its
definitions to international standards and provide
clarity on a number of points such as timings and
jurisdictions. The ADGM also established an Office of
Data Protection (ODP) in December 2017 which was
tasked with the enforcement of the regulations.
Another Free Zone within the UAE, the Dubai
International Financial Centre (DIFC), had a Data
Protection Law since 2007, which was brought in line
with international standards in January 2018. Recently,
DIFC issued a new Data Protection Law (DIFC Law
No. 5 of 2020), repeal and replace the existing Data
Protection Law of 2007. The DIFC Commissioner
of Data Protection (the Commissioner) is planning
to actively enforce the law until 1 October 2020,
giving organizations a timeframe of four months
to review their data protection and implement the
latest compliance measures. The purpose of this
law is to provide enhanced standards and controls
for the processing and free movement of personal
data by controllers or processors and to protect the
fundamental rights of data subjects.

Awareness Level Of The
Data Protection Law
We conducted a short survey to assess the awareness
level of DIFC Law No. 5 of 2020 and how far companies
have come to comply with the regulatory requirements.
The results show that 98% of companies are aware
of the Data protection Law, however only 75.5% have
managed to develop a data governance framework/
system in which they make sure that they are fully
compliant, and the other 24% are still in progress to
develop one.

98%
Companies are aware of the Data
Protection Law

75.5%

24%

Developed a
data governance
framework/system

Still in progress
to develop one

The new Data Protection law requires some
companies to appoint a Data Protection officer (DPO);
and with this regard more than half of the surveyed
companies have determined this requirement and they
are working towards appointing a DPO tasked with
clearly defined obligations of monitoring compliance,
acting as contact point with the commissioner,
performing annual assessment and ensuring DPIAs are
done prior to undertaking new processing activities.
According to the survey, 56% of the companies have
conducted regular awareness initiatives on data
protection topics and put a breach response policy
in place, and 88% have a documented privacy notice
shared online/elsewhere.

56%
Conducted regular awareness initiatives
on data protection topics

88%
Documented privacy notice

It is also important to note that the results have shown
the majority of the companies (91%) had a welldocumented corporate governess processes in place
and only 9% still haven’t developed it yet.

Cyber breaches cost enterprises in the UAE
and KSA over $6.5m per attack in 2020
In the UAE and KSA data theft was a prime
motivation for cyber criminals, with the average cost
of a breach working out at $188 per stolen record
– an 8.5 per cent increase from the 2019 figures.
The report found that the sectors targeted by cyber
criminals were financial services, technology firms
and healthcare.
IBM report found that 59 per cent of data breaches
in the UAE and Saudi Arabia were as a result of
malicious attacks by nefarious actors, while 24 per
cent were due to system errors and 17 per cent were
down to human error.
Source: IBM Middle East and Africa
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KUWAIT
In 2015, Kuwait has amended its companies’ law and added more governance to it. To compliment that
move, the CMA issued “executive bylaws” that invite companies to have better governance within the
frame of laws and regulations of the country.

Corporate Governance
Recently, Kuwait has taken major steps to reform and
integrate the concepts of corporate governance,
with the goal of setting requirements to ensure
adherence of companies through the introduction
of the new company’s law of Kuwait, Law No. 25 of
2012 as amended, as well its corresponding executive
regulations, collectively the New Companies Law
(NCL) that introduces a defined and strong application
of corporate governance principals.
Due to the increased development of capital markets
in Kuwait and the need to address a policy for full
disclosure to achieve transparency and to avoid
conflicts of interests, the Kuwait Capital Markets
Authority (CMA) issued the corresponding internal
instructions: Instruction No. CMA/QR/AM/2/2012
on Disclosure was issued concerning disclosure
of substantial information and the mechanisms for
its announcement, as well as Instruction No. HAM/
QR/H.SH/5/2013 for the “Insider Trading Regulations”
in connection with the regulation and disclosure of
securities trading in relation to the board of directors,
executives and other informed persons in joint stock
companies.
Back in 2009, Kuwait was ranked as the most corrupt
country on the “Corruption Perception Index”* out
of the six GCC countries. In addition to this index
and other recent scandals, companies in Kuwait are
characterized by an unusually complex corporate
structures, poor disclosure & transparency practices, in
addition to the concentration of power in the hands of
key directors.
Therefore, some corporate governance
mechanisms are weak and highly advised to
be re-organized; such as appointing qualified
independent directors, implementation
of policies with regards to Stakeholders,
accountability & transparency and to have in

place a delegation of authority matrix identifying
and documenting decisions taken on the
organizational level.
In January 2019, the Emir of Kuwait, Sheikh Sabah
Al Ahmad Al Saba, unveiled the country’s five year
anticorruption strategy, the National Strategy to
Promote Integrity and Combat Corruption, it was
developed with the technical assistance of the
United Nations, and has been introduced to further
Kuwait’s efforts to align itself with international best
practices of governance standards, making long-term
improvements.

Data Protection
There is no specific data protection law in Kuwait. In
return, there are limited provisions in cyber security
and electronic transactions legislation. Kuwait Law
No. 20 of 2014 Regarding Electronic Transactions
protects electronic records, information, messages,
documents and signatures related to civil, commercial
and administrative transactions as well as any disputes
that arise from their use.
With the focus on cybersecurity, and the efforts of
the Communication and Information Technology
Regulatory Authority to improve the standards and
practices of information security, and protect the IT
infrastructure in Kuwait, it is expected that there will be
developments in data protection in the near future.

* The Corruption Index published by Transparency International ranks
countries according to the degree to which corruption is perceived to
exist among public officials and politicians.
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OMAN
The ministry of Commerce and industry is the main authority regulating aspects of corporate governance
across Oman.

Corporate Governance

Data Protection

Oman has strengthened its corporate governance
framework by amending laws and introducing rules
and requirements that incorporate some of the best
practices sought by international investors. In addition,
the government has established an independent
regulator to oversee development of the capital
markets and plans to list the stock exchange as an
independent company.

Oman does not currently have a specific privacy
or data protection law, but the Oman Information
Technology Authority announced in 2017 that it was
developing a data protection law. However, there is
no clear indication of when it will be published. Oman
has plans for a data protection law, but it has remained
for now at draft stage, it was reported that if approved
and signed into law, the law will grant powerful rights
to individuals, enabling them to exercise GDPR-style
levels of control over their Personal Data including the
ability to object to the processing of their personal
data and demand access to any personal data about
them held by any organization in Oman.

Oman was the first and only country in the GCC
to define and require independent directors to
serve on the board of listed companies, establish
a board-level audit committee, recommend that
companies create other board-level committees,
require audit committees to oversee risk
management systems and require significant
disclosure of related-party transactions.
The Capital Market Authority is the direct regulating
arm of the ministry of Commerce and industry for such
companies has introduced a draft of a separate Code
of corporate governance for state owned companies
Pursuant to Section 20 of the Commercial Companies
Law. Some news mentioned that feedback from
interested parties is requested by 13 May 2020. The
draft currently under discussion and to be finalized
soon. Once implemented, it is likely to further
increase the investor’s confidence in the State-owned
companies in Oman.
Oman is undergoing some major economic
transformations, moving from a primarily oil-based
economy to diversifying into other sectors. Oman has
introduced several new laws and regulations to further
protect investor’s interest and ensure that corporate
businesses are made more accountable.

Meanwhile, Oman has both an Electronic Transactions
Law issued in 2008, which aimed to create a safe
digital environment for e-transfers as well as to protect
data integrity and digital signatures, and a Cyber
Crime Law, published in 2011, which addresses crimes
that both target a computer device or network or are
facilitated by them. While these laws aim to protect
data, neither addresses individuals’ right to privacy nor
regulates data processing.

An example of Cyber breach:
The Bank Heist of 2013 was one of the biggest bank
heists of the century, when a team of cybercriminals
stole $45 Million (AED 165 Million) from Bank of
Muscat and RAKBANK by accessing the computers
of their credit card processors. Once they gained
access, they increased the available balance and
withdrawal limits on prepaid Master Cards issued by
the banks. They then distributed these counterfeit
cards to “cashers” around the world enabling them
to siphon millions of dollars from ATMs. This included
over 36,000 transactions which were committed in a
matter of 10 hours.
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QATAR
In 2009 the Qatar Financial Market Authority (QFMA) introduced the Corporate Governance Code.

Corporate Governance
The Qatari authorities recognise the importance of
having a well-structured and mandated corporate
governance framework to provide a platform for
market integrity and efficiency as well as to facilitate
economic growth. One of the important elements that
was specified in the QFMA code, …
that every company should adopt internal control
systems approved by the board to evaluate the
methods and procedures for risk management,
implementation of the company’s corporate
governance code and compliance with related
laws and regulations.
Qatar Financial Centre Regulatory Authority (QFCRA)
has increased inspections on the senior management
and Board members of QFC based entities because of
ineffective corporate governance in their management
and corporate decisions. The current QFCRA
corporate governance rules set out in article 5.1.3, item
3 state that “the governing body must exercise due
skill, care and diligence in carrying out its obligations
in relation to outsourced functions”.
By 1 July 2021, the new Corporate Governance rules
will replace the existing Governance and Controlled
Functions Rules of 2012. They will also consolidate
other corporate governance provisions and guidance
currently located in the Islamic Finance Rules of 2005,
Chapter 12 of the Islamic Banking Business Prudential
Rules of 2015, and the Regulatory Authority’s Guide to
Corporate Governance for QFC entities.

Data Protection
Qatar was the first GCC country to present a law
specific to data protection in the wake of the
GDPR adoption in Europe.
Issued at the end of 2016 and took effect in 2017. The
law is modelled on and incorporates familiar concepts
from other international privacy frameworks, such as
the 1995 Directive and mandates that any party who
processes personal data adhere to the principles of
transparency, fairness, and respect for human dignity.
The Ministry of Transport and Communications is
responsible for implementing and enforcing the law.
According to it, any entity processing such data must
respect the principles of transparency, fairness and
human dignity or face hefty fines of up to US$1.35
million.
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BAHRAIN
The Corporate Governance Code was issued by Decision No (19) of 2018 by the Minister of Industry,
Commerce and Tourism.

Corporate Governance

Data Protection

The Corporate Governance Code provides the
minimum required standards for corporate governance
and applies to all companies incorporated in
Bahrain, with the exception of companies carrying
out regulated financial services and licensed by
the Central Bank of Bahrain, which are subject to a
designated corporate governance code.

The Personal Data Protection Law No. 30 of 2018
(PDPL) was issued on 12 July 2018 in the Kingdom
of Bahrain and came into effect on 1 August 2019.
The law aims to be consistent with international best
practices and it’s heavily based on the GDPR.

The Commercial Company law (CCL) is the law
governing commercial companies, their types,
formation and management. The CCL has been in
force since 2001 and subsequently been amended,
with the last amendment issued on 2 April 2020. It
includes rules related to the segregation of powers
and scope of powers of the board of directors and
the shareholders, as well as accountability and cases
of personal liability. Rules relating to disclosure of
interests by board members and avoidance of conflict
of interest are included as well in the CCL.
The outbreak of the COVID-19 pandemic and the
measures taken to limit its spread, specifically
the restrictions to travel and the remote conduct
of business, led to certain measures relating to
governance being implemented in Bahrain.
This allows holding general meetings by video
or teleconferencing only if the Constitutional
Documents of the company allow for the same.
The Ministry issued Decision No 26 of 2020 on 8
March 2020 allowing all companies that are unable
to hold general meetings in person to hold them
via video or teleconference, even in the lack of
a provision allowing the same in the company’s
constitutional documents, provided that the company
submits justification for holding the general meeting
in this manner, ensuring that the identification of
the participants is being duly checked, allowing
the shareholders full participation as if they were
physically in attendance.

Includes the protection of individuals’ privacy
and specific consent requirements for data
processing, as well as the creation of a personal
data protection authority.
The PDPL brings several additions to its European
counterpart. One of the most notable is its application
not only to its residents and companies processing
their data, but also individuals not normally residing or
working in Bahrain and companies without a place of
business in the country, that process personal data by
using means available in Bahrain. Processing solely
used for data transfers is excluded from this third
category. The legislation was directly influenced by the
country’s plans to become a hub for data centers.
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